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BENH VIEN PA KHOA KHANH HOA DPéc lap - Tu do - Hanh phic
S6: 1097/QD-BVDKKH Khanh Hoa, ngay 23 thang 9 nam 2025
QUYET PINH

Ban hanh Phuwong an chéng tin cong tir chéi dich vu (DoS, DDoS)
trén hé¢ thong tai Bénh vién Da khoa Khanh Hoa

GIAM POC BENH VIEN PA KHOA KHANH HOA

Can cir Quyét dinh 578/QD-UBND ngay 04/8/2025 cua UBND tinh Khanh
Hoa vé viéc kién toan chirc nang, nhiém vu, quyén han va co cau to chirc cua
Bénh vien Da khoa Khanh Hoa;

~ Can cik Lugt An toan thong tin mang s6 86/2015/QH13 ngay 19/11/2015 cia

Quoc hoi;

Can cir Ludt An ninh mang sé 24/2018/QH14 ngay 12/6/2018 ciia Quoc hoi;

Can cir Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé
bao dam an toan hé thong thong tin theo cdp do;

Can cit Théng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bé truéng Bé
Théng tin va Truyén théng vé Quy dinh chi tiét va hwdéng dan mét sé diéu cia
Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii vé bdo dam an toan
hé thong théng tin theo cdp dd;

Xét dé nghi cua Lanh dao Phong Ké hoach Téng hop Bénh vién Da khoa
Khanh Hoa.

QUYET PINH:

Piéu 1. Ban hanh Phuong 4n chong tan cong tir chdi dich vu (DoS, DDoS)
trén h¢ thong tai Bénh vién Pa khoa Khanh Hoa (dinh kem).

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky ban hanh.

Piéu 3. Lanh dao cac khoa, phong, trung tim va cac ca nhan lién quan chiu
trach nhiém thi hanh Quyét dinh nay./.

- Nhu diéu 3;
- Luu: VT, KHTH.

Noi nhgn: (VBPT) _——GIAM POC

-+

—Phan Hitu Chinh
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PHUONG AN CHONG TAN CONG TU CHOI DICH VU (DOS, DDOS)
TREN HE THONG

(Kém theo Quyét dinh s6 1097/QD-BVPKKH ngay 23/9/2025
cua Bénh vien Da khoa Khanh Hoa)

I. MUC PICH, YEU CAU
1. Muc dich

- X4y dung phuwong an canh bao va chdng tin cong xam nhap tir xa va chong
tAn cong tu chéi dich vu (DoS, DDoS) trén hé théng thong tin quan trong cua
Bénh vién, c¢6 kha nang thich rng mot cach chu dong, linh hoat va gidm thiéu céac
nguy co, de doa mat an toan thong tin mang.

- B¢ ra céc co ché, canh bdo va phong ngtra chong tan cong tan cong xam
nhép tur xa va chong tan cong tur choi dich vu (DoS, DDoS) doi voi cac hé thong
may chu cung cap dich vu qua Internet cua Bénh vién.

- Nang cao nang lyc, hi¢u qua hoat dong cuia cong nghé thong tin trong viéc
ung clru su ¢O an toan thong tin trong toan Bénh vién.

- Bao dam cac nguon lyc va cac dleu kién can thiét dé san sang trién khai kip
thoi, hiéu qua phuong an Gng ciu sy c¢d tan céng xam nhap tir xa va chdng tin
cong tu chéi dich vu (DoS, DDoS) trén hé thong may chu, Website cia Bénh vi¢n
dam bao tuyét ddi an toan hoat dong lién tuc cua h¢ théng thong tin.

2. Yéu cau

- Phai khao sat, danh gia hién trang ha ting cong ngh¢ thong tin déc biét 1a
cac may chu cung cap dich vu, hé thong Website, phan mém tng dung tai Bénh
vién dé dua ra cac giai phap hiéu qua nhat nham dam bao an toan, an ninh thong
tin hé thong thong tin ctia Bénh vién.

- Co ché canh bao phai kip thoi, hiéu qua cao nhat ddi v6i hé thong thong tin
cua Bénh vién.

- Duara cac giai phap cu thé dé phong chdng céac cudc tAn cong xAm nhap tir
xa va chong tan cong tur chdi dich vu (DoS, DDoS) nham va h¢ thong thong tin
cua Bénh vién.

II. KHAI NIEM, PHAN LOAI VA CACH THUC TAN CONG

1. Khii niém vé tin cong DoS, DDoS

- Tan cong béng ttr chéi dich vu DoS (Denial of Service) c6 thé mé ta nhu
hanh dong ngan can nhiing ngudi dung hop phép kha nang truy cap va su dung
vao mot dich vu nao do.

- No bao gém: lam tran ngap mang, mét két ndi véi dich vu... ma muc dich
cudi cung la may chu (Server) khong thé dap ung dugc cac yéu cau st dung dich
vu tu cac may tram (Client).



2. Phan loai

- Loai 1: Dya theo dic diém cua hé théng bi tan cong: gay qua tai khién hé
thong mat kha nang phuc vu.

+ Tin tdc gui rat nhiéu yéu cau dich vu, bat chudc nhu nguoi dung thuc su
yéu cau doi voi hé thong.

+ Dé giai quyét yéu cau, hé thdng phai tén tai nguyén (CPU, bd nhé, dudng
truyén ...) Tai nguyén nay hitu han. Do d6 hé thong s€ khong con tai nguyén dé
phuc vu cac y€u cau sau.

+ Hinh thtc cha yéu cta kiéu ndy 13 tan cong tir chdi dich vy phén tan (DDos)

- Loai 2: Lam cho hé théng bi treo, té liét do tin cong vao dac diém cua hé
thong hoac 161 v€ an toan thong tin.

+ Tin tac lgi dung k& hé an toan thong tin cia hé thong dé gui cac yéu cau
hodc cac goi tin khong hop 1€ (khong ding theo tiéu chuan) mét cach ¢ ¥, khién
cho hé thong bi tin cong khi nhan duoc yéu ciu _hay goi tin nay, xu ly khong
dung hodc khong theo trinh ty da dugc thiét ké, dan dén sy sup d6 cua chinh hé
thdng do.

+ Pién hinh 14 kiéu tdn cong Ping of Death hoic SYN Flood.
3. Cac cach thirc tin cong
a) Tan cong thong qua két néi SYN Flood Attack

- Puoc xem 12 mot trong nhiing kiéu tdn cong DoS kinh dién nhét. Loi dung
diém yéu cua thu tuc TCP/IP khi “bit tay ba chiéu”, mdi khi client (may khach)
mudn thuc hién két nbi (connection) vdi server (may chu) thi phai thuc hién viéc
bat tay ba chiéu (three — ways handshake) théng qua cac goi tin (packet).

+ Budc 1: Client (may khach) s€ guri cac goi tin (packet chira SYN=1) dén
may chu dé yéu cau két nbi.

+ Budc 2: Khi nhan duoc goi tin nay, server s& gui lai goi tin SYN/ACK dé
thong bao cho client biét 1a né da nhan duoc yéu cau két nbi va chuan bi tai nguyén
cho viéc yéu cau nay. Server s& gianh mot phan tai nguyén hé thdng nhu bo nhd
dém (cache) dé nhéan va truyén dir liéu. Ngoai ra, cac thong tin khac cua client
nhu dija chi IP va cong (port) ciing duoc ghi nhan.

+ Budc 3: Cudi cung, client hoan tat vi¢c bat tay ba chiéu bang cach héi am
lai go1 tin chira ACK cho server va tién hanh két noi.
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Hinh 1. Co ché tin céng théng qua két néi SYN Flood Attack

- Do TCP Ia thu tuc tin cay trong vi¢c giao nhan (end-to-end) nén trong lan
bat tay thir hai, server giri cac goi tin SYN/ACK tra 10i lai client ma khong nhan
lai duoc hdi 4m cua client dé thuc hién két ndi thi server van bao Iuu nguén tai
nguyén chudn bi két nbi d6 va lap lai viéc giri goi tin SYN/ACK cho client dén
khi ndo nhan dugc hdi dap cua may client.

- Trong trudng hop nhiéu client khong hdi dap trong khi server van tiép tuc
lap lai viéc gui goi tin dé cho két ndi s& khién server nhanh chéng can kiét tai
nguyén! Cac hacker tan cong sé tim cach dé dat dén gidi han nay.
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- Néu qua trinh d6 kéo dai, server s& nhanh chéng tré nén qua tai, din dén
tinh trang crash (treo) nén cac y€u cau hop 1€ s€ bi tir choi khong thé dap ung
duoc.

- Thong thudng, dé gia dia chi IP goi tin, cac hacker c6 thé diung Raw Sockets
(khong phai goi tin TCP hay UDP) dé 1am gia mao hay ghi dé 1én IP gbc cua goi
tin. Khi mot goi tin SYN voi IP gia mao dugce gui dén server, no6 ciing nhu bao
goi tin khac, van hop 1¢ d6i véi server va server s& cip vung tai nguyén cho duong
truyén ndy, dong thoi ghi nhan toan bo thong tin va giri goi SYN/ACK nguoc lai
cho Client. Vi dia chi IP cua client 1a gia mao nén sé khong c6 client nao nhan
dugc SYN/ACK packet nay dé hoi dép cho may chu. Sau mdt thoi gian khong
nhan dugc goi tin ACK tur client, server nghi rang goi tin bi that lac nén lai tiép
tuc gui tiép SYN/ACK, clr nhu thé, cac két ndi (connections) tiép tuc mo.
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Hinh 3. Co ché giir cac connection luén mo

- Néu nhu ké tin cong tiép tuc giri nhiéu goi tin SYN dén server thi cudi
cung server s& khong thé tiép nhan thém két n6i nao nita, du d6 13 cac yéu cau két
n6i hop 18. Viéc khong thé phuc vu két ndi méi ciing dong nghia véi viéc may
chu khong ton tai. Viéc nay gdy ngung tré hoat dong cua hé thong.
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Hinh 4. Mé hinh co ché diéu hanh mang ludi botnet

b) Loi dung tai nguyén ciia nan nhan dé tin cong

- Land Attack

+ Tuong ty nhu SYN flood

+ Nhung hacker sir dung chinh IP ciia muc tiéu can tan cong dé dung lam dia
chi IP nguon trong goi tin.

+ Pay muc tiéu vao mot vong 1ap vo tan khi c¢b gang thiét 1ap két ndi voi
chinh no.

- UDP flood

+ Hacker gui géi tin UDP echo voi dia chi IP ngudn 1a céng loopback cua
chinh muc tiéu can tan cong hodc cia mdt may tinh trong cling mang.

+ V6&i muyc tiéu sir dung cong UDP echo (port 7) dé thiét l1ap viéc gui va
nhén cac gobi tin echo trén 2 may tinh (hoac gitra muc ti€u vdi chinh n6 néu muc
tiéu co cau hinh cong loopback), khién cho 2 may tinh ndy dan dan st dung hét
bang thong cua chung, va can tr¢ hoat dong chia sé tai nguyén mang cua cac may
tinh khac trong mang.

¢) Str dung Bang thong

DDoS (Distributed Denial of Service)

- So véi tan cong DoS cb dién, sitc manh ctia DDoS cao hon gip nhiéu lan.
Hau hét cac cudgc tan cong DDoS nham vao viéc chiém dung bang thong

(bandwidth) gay ngh&n mach h¢ thong dan dén hé thong ngung hoat dong. Pé
thue hién ké tin cong s& tim cach chiém dung va diéu khién nhiéu may tinh/ mang



7

may tinh trung gian (d6ng vai trd zombie) tir nhiéu noi dé dong loat giri 4o at cac
g0i tin (packet) véi sO lugng rat 16n nham chiém dyng tai nguyén va lam tran
ngdp duong truyén ciia mot muc tiéu xac dinh nao do.
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|
Zombie Router £ Zombie
Zombie ‘
I
Zombie H Router Router Router "—;::% \ickim
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Hinh 5. Co ché tin céng DDOS

- Hi¢n nay, da xuét hién dang virus/worm c6 kha nang thuc hién cac cudc
tan cong DDoS. Khi bi lay nhiém vao cac may khac, chung s€ ty dong gtri cac
yéu cau phuc vu dén mot muc ti€u xac dinh nao doé vao thoi diém xac dinh dé
chiém dung bang thong hodc tai nguyén hé¢ thong may chu.

d) Str dung tai nguyén khac

- Smurf Attack
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Hinh 6. Co ché tin céong Smurf Attack

+ Kiéu tin cong nay can mot hé thong rat quan trong 1a mang khuyéch dai.

+ Hacker dung dia chi ctia may tinh can tin cong dé giri goi tin ICMP echo
cho toan bo mang (broadcast).

+ Cac may tinh trong mang s& dong loat giri gbi tin ICMP reply cho may
tinh ma hacker muodn tan cong.

+ Két qua 13 mdy tinh nay s& khong thé xir 1y kip thdi mot lugng 16n thong
tin va dan téi bi treo may.

- Tear Drop

+ Trong mang chuyén mach goi, dit liéu duoc chia thanh nhiéu géi tin nho,
moi gobi tin c6 mot gia tri offset riéng va cé thé truyén di theo nhiéu con duong
khéc nhau dé t6i dich. Tai dich, nho vao gia tri offset cia tirng goi tin ma dit licu
lai duoc két hop lai nhu ban dau.
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+ Loi dung diéu nay, hacker c6 thé tao ra nhiéu géi tin co gia tri offset tring
13p nhau gui dén muc ti€u mudn tan cong

+ Két qua 1a may tinh dich khong thé sap xép duoc nhitng goi tin nay va din
toi bi treo may vi bi “vat kiét” kha nang xu ly
+ Ph4 hoai hodc chinh stra thong tin c4u hinh

+ Loi dung viéc c4u hinh thiéu an toan nhu viéc khong xac thuc thong tin
trong viéc guri/nhan ban tin cap nhat (update) cua router, ... ma ké tan cong s¢€
thay doi tryc ti€p hodc tir xa cac thong tin quan trong nay

+ Khién cho nhitng ngudi dung hop phap khong thé sir dung dich vu
+ Pha hoai hodc chinh sira phan ciing

+ Loi dung quyén han ctia chinh ban than ké tin cong d6i voi cac thiét bi
trong hé thong mang dé tiép can pha hoai cac thiét bi phan cung nhu router,
switch, ..

+ Ngoai ra con co kiéu tan cong tur chdi dich vu phan xa nhiéu vung DRDoS
(Distributed Reflection Denial of Service)

- V& co ban, DRDoS 1a su phéi hop gitta DoS va DDoS. N6 ¢6 kiéu tin cong
SYN voi mot may tinh don, vira co su két hop gitra nhiéu may tinh dé chiém dung
bang thong nhu DDoS. Ke tAn cong thyc hién bang cach gia mao dia chi ctia server
muc tiéu roi gui yéu cau SYN dén cac server 16n nhu Yahoo, Micorosoft... dé
cac server ndy guri cac goi tin SYN/ACK dén server muc tiéu. Céc server 16m,
duong truyén manh d6 da vo tinh dong vai tro zombies cho ké tin cong nhu trong
DDoS.

- Qua trinh guri ¢t 13p lai lién tuc voi nhiéu dia chi IP gia tir ké tdn cong, voi
nhiéu server 16n tham gia nén server muc tiéu nhanh chong bi qué tai, bandwidth
bi chiém dung boi server 1on.

4. Phat hién dau hiéu ciia mét cudc tin cong
- Agress Filtering

K thuat nay kiém tra xem mot packet c¢6 du tiéu chuan ra khoi mot subnet
hay khong dua trén co s¢ gateway cia mot subnet luon biét duoc dia chi IP cua
cac may thudc subnet. Cac packet tr bén trong subnet gui ra ngoai véi dia chi
ngudn khong hop 1€ sé& bi giit lai dé diéu tra nguyén nhan. Néu k¥ thuat nay duoc
ap dung trén tat ca cac subnet cta internet thi khai nhiém gid mao dia chi IP s&
khong con ton tai.

- MIB statistics

Trong Management Information Base ctia router ludn c6 thong tin thong ké
vé su bién thién trang thai ciia mang. Néu ta giam sat chit ché cac thong ké cua
Protocol ICMP, UDP va TCP ta s& c6 kha ning phat hién dugc thoi diém bat dau
clia cudc tan cong dé tao quy thoi gian cho viéc xur 1y tinh hudng.

5. Cach phong chong tong quat
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- Nhin chung, tan cong tur chdi dich vu khong qua khé thyuc hién, nhung rat
kho phong chong do tinh bat ngd trong the bi dong. Viéc d6i pho bang cach ting
cudng “phan ctng” ciing 12 giai phap tot, nhung thuong xuyén theo doi dé phat
hi¢n va ngan chan kip thoi cac goi tin IP tir cac ngudn khong tin cdy la hiru hi¢u
nhat.

- MO hinh h¢ théng mang ctia Bénh vién da duoc thiét ké, xay dung hop 1,
ludn co phuong an dy phong trong hé thong tranh phu thudc 13n nhau qua mic.
Boi vay khi mot bo phan gip su c6 s& khong lam anh hudng téi toan bo hé thong.

- H¢é thong may chu da dugc thiét lap mat khau manh (strong password) dé
bao v¢ cac thi€t bi mang va cac ngudn tai nguyén quan trong khac.

- Pa trién khai thiét 1ap cac murc xac thuc ddi v6i nguoi st dung ciing nhu
cac nguodn tin trén mang. Pac biét, thiét 1ap ché do xac thuc khi cap nhat cac thong
tin dinh tuyén gitra cac router.

- Xay dung h¢ théng loc thong tin trén router, firewall... va hé théng bao vé
chong lai SYN flood.

- Chi kich hoat céc dich vy can thiét, tam thoi vo hi¢u hod va dimg céc dich
vu chua ¢6 yéu cau hoac khong sir dung.

- X4y dyng hé thdng dinh mirc, gii han cho nguoi sir dung, nham muc dich
ngdn ngua truong hop nguodi st dung ac ¥ muon loi dung céc tai nguyén trén
server dé tan cong chinh server hodc mang va server khac.

- Lién tuc cép nhat, nghién ctru, kiém tra dé phat hién cac 16 héng bao mat
va c6 bi¢n phap khac phuc kip thoi.

- Str dung cac bién phap kiém tra hoat dong cua hé théng mot cach lién tuc
deé phat hién ngay nhiing hanh dong bat binh thuong.

- Xay dung va trién khai hé thong du phong.

- Khi ban phat hién may chi minh bi tan cong hay nhanh chong truy tim dja
chi IP d6 va cam khong cho guri dit liéu dén may chu.

- Dur}g tinh nang loc dit li€u cua router/ firewall dé loai bo céc packet khong
mong muon, giam lugng luu thong trén mang va tai cia may chu.

- Néu bi tan cong do 18i ctia phan mém hay thiét bi thi nhanh chong cap nhat
cac ban stra 101 cho hé thong do6 hoac thay theé.

- Dung mot s6 co che cong cy, phan mém dé chdng lai TCP SYN Flooding.
Tt cac dich vu khac neu co trén may chu dé giam tai va co thé dap Gmg tot hon.

Néu duogc co thé nang cp céac thiét bi phan cing dé nang cao kha nang dap ung
cua h¢ thong hay str dung thém cac may chu cung tinh nang khac dé phan chia tai.

III. CAC GIAI PHAP PHONG NGUA TAN CONG DOS, DDOS
1. Toi thiéu hoa so lwong Agent
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- TUr phia nguoi dung: dé phong dé khong dé bi loi dung tro thanh may tinh
tAn cong cac hé thong khac. Nhan vién phai nghiém tuc thuc hién cac qua trinh
bao mat trén may tinh, khong click vao cac duong link la, tranh bi cdc phan mém
ddc hai 4m tham cai dat va chay ma dgc trén may cia minh

2. Tim va vo hiéu hoa cac Handler

Mot nhan té v6 cliing quan trong trong attack-network 1a Handler, néu co thé
phat hién va v6 hiéu hoa Handler thi kha niang Anti-DDoS thanh cong 13 rat cao.
Bang cach theo ddi cac giao tiép giita Handler va Client hay Handler va Agent ta
c6 thé phat hién ra vi tri cia Handler. Do mot Handler quan 1y nhiéu Agent, nén
tri¢t tiéu dugc mot Handler cling c6 nghia 1a loai bé mdt lugng dang ké cac Agent
trong Attack Network.

3. Lam suy giam hay dirng cudc tin cong
- Load balancing

Thiét 1ap kién triac can bang tai cho cac server trong diém sé lam gia ting
thoi gian chong choi cua hé thong voi cudc tan cong DDoS.

- Throttling

Thiét 1ap co ché diéu tiét trén router, quy dinh mot khoang tai hop 1y ma
server bén trong co thé xir Iy duoc. Phuong phap nay ciing c¢6 thé duoc dung dé
ngan chan kha nang DDoS khong cho user truy cap dich vu. Han ché cua k¥ thuat
nay la khong phan biét dugc gitra cac loai traffic, d61 khi lam dich vu bi gidn doan
véi user, DDoS van ¢6 thé xAm nhap vao mang dich vu nhung véi $6 lugng hitu
han.

- Drop request

Thiét 1ap co ché drop request néu né vi pham mot sé quy dinh nhu: thoi gian
delay kéo dai, ton nhiéu tai nguyén dé xtr 1y, gdy deadlock. K¥ thuét nay triét tiéu
kha nang lam can kiét nang luc h¢ thong, tuy nhién n6 cling gidi han mot s6 hoat
dong thong thuong cua hé thong.

4. Giai doan sau tan cong:
- Traffic Pattern Analysis

Néu dir liéu vé théng ké bién thién luong traffic theo thoi gian da duogc luu
lai thi s& dugc dua ra phan tich. Qué trinh phan tich nay rat c6 ich cho viéc tinh
chinh lai cac hé thong Load Balancing va Throttling. Ngoai ra cac dir liéu nay
con giup Quan tri mang diéu chinh lai cac quy tic kiém soat traffic ra vio mang
cua minh.

- Packet Traceback

Bang cach dung k¥ thuat Traceback ta co thé truy nguoc lai vi tri cia
Attacker (it nhat 1a subnet cua attacker). Ttur k¥ thuat Traceback ta phat trién thém
kha nang Block Traceback tir attacker kha hiru hi¢u.

- Bevent Logs
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Bang céach phan tich file log sau cudc tan cong, quan tri mang c6 thé tim ra
nhiéu manh moi va chiing cr quan trong.



