SO Y TE TINH KHANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM

BENH VIEN PA KHOA KHANH HOA Déc lap - Tw do - Hanh phiic
S6: 1097/QD-BVDKKH Khdnh Hoa, ngay 23 thang 9 ndam 2025
QUYET PINH

Ban hanh Phuong én chong tan cong tir chéi dich vu (DoS, DDoS)
trén hé thong tai Bénh vién Da khoa Khanh Hoa

GIAM POC BENH VIEN PA KHOA KHANH HOA

Can cir Quyét dinh 578/0D-UBND ngay 04/8/2025 cua UBND tinh Khanh
Hoa vé viéc kién toan chirc ndng, nhiém vu, quyén han va co cau to churc cua
Bénh vién DBa khoa Khanh Hoa;

 Can cir Ludt An toan thong tin mang 6 86/2015/0H13 ngay 19/11/2015 ciia
Quoc hoi;
Cdn cik Ludt An ninh mang s6 24/2018/QHI14 ngay 12/6/2018 ciia Quéc hoi;

Can cie Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phu vé
bao dam an toan hé thong thong tin theo cap do,

Céin cir Théong tw s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bé trudng Bé
Théng tin va Truyén thong vé Quy dinh chi tiét va hudng dan mét sé diéu cua
Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phii vé béo dam an toan
hé thong théng tin theo cap do;

Xét dé nghi cua Lanh dao Phong Ké hoach T 5ng hop Bénh vién Da khoa
Khanh Hoa.

QUYET PINH:

Dié}l 1. Ban hanh Phuong an chéng tAn cong tur chéi dich vu (DoS, DDoS)
trén h¢ thong tai Bénh vién Pa khoa Khanh Hoa (dinh kém).

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky ban hanh.

Piéu 3. Lanh dao c4c khoa, phong, trung tAm va cac c4 nhén lién quan chiu
trach nhiém thi hanh Quyét dinh nay./.

- Nhu diéu 3;
- Luu: VT, KHTH.

Noi nhén: (VBDT) f*xGIAM POC

*

e Phan Hitru Chinh
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PHUONG AN CHONG TAN CONG TU CHOI DICH VU (DOS, DDOS)
TREN HE THONG

(Kém theo Quyét dinh sé 1097/0D-BVPKKH ngdy 23/9/2025
cua Bénh vién DPa khoa Khanh Hoa)

I. MUC PICH, YEU CAU
1. Muc dich

- Xay dung phuong 4n canh béo va chéng tin cong xam nhép tir xa va chéng
tan cong tir chdi dich vu (DoS, DDoS) trén hé théng théng tin quan trong cua
Bénh vién, c6é kha nang thich img mdt cach chu dong, linh hoat va giam thiéu céc
nguy co, de doa méat an toan théng tin mang.

- bé ra céc co ché, canh bao va phong ngtra chong tan cong tan cong xam
nhap tr xa va chong tan cong tir chéi dich vu (DoS, DDoS) doéi véi cac hé thong
may chu cung cap dich vu qua Internet cia Bénh vién.

- Nang cao nang luc, hiéu qua hoat dong cua cong nghé thong tin trong viéc
ung cuu sy ¢O an toan thong tin trong toan Bénh vién.

- Bao dam cac ngudn luc va cac dleu kién can thiét dé sin sang trién khai kip
thoi, hiéu qua phuong an ng ctru sy c6 tAn cong xam nhap tir xa va chong tin
cong tir chéi dich vu (DoS, DDoS) trén hé thdng may chii, Website ctia Bénh vién
dam bao tuyét déi an toan hoat dong lién tuc ctia hé théng thong tin.

2. Yéu cau

- Phai khao sat, danh gia hién trang ha tang cong ngh¢ thong tin dac biét 1a
cac may chu cung cap dich vu, hé théng Website, phan mém tng dung tai Bénh
vién dé dua ra cac giai phap hiéu qua nhat nhdm dam bao an toan, an ninh thong
tin hé thong thong tin cia Bénh vién.

- Co ché canh bao phai kip thoi, hiéu qua cao nhat ddi v6i hé thong thong tin
cua Bénh vién.

- Dua ra cac giai phap cu thé dé phong chdng céc cudc tAn cong xAm nhap tir
xa va chong tan cong tir choi dich vu (DoS, DDoS) nham va hé¢ thong thong tin
cua Bénh vién.

II. KHAI NIEM, PHAN LOAI VA CACH THUC TAN CONG

1. Khai niém vé tin cong DoS, DDoS

- T4n cong bang tir chdi dich vu DoS (Denial of Service) cé thé mé ta nhu
hanh dong ngan can nhiing nguodi dung hop phép kha nang truy cap va st dung
vao mot dich vu nao do.

- N6 bao gém: lam tran ngép mang, mét két ndi véi dich vu... ma muc dich
cudi cung la may chu (Server) khong thé dap ung dugc cac yéu cau st dung dich
vu tr cdc may tram (Client).



2. Phan loai

- Loai 1: Dya theo ddc diém ctia hé thong bj tdn coéng: gy qua tai khién hé
thong mat kha nang phuc vu.

+ Tin tac gui rat nhiéu yéu cau dich vu, bat chuéc nhu nguoi dung thuc su
yéu cau doi voi he thong.

+ Pé giai quyét yéu cau, hé thdng phai tén tai nguyén (CPU, bd nhd, dudng
truyén ...) Tai nguyén nay hiru han. Do d6 h¢ thong sé€ khong con tai nguyén dé
phuc vu cac yéu cau sau.

+ Hinh thtrc chu yéu cua kiéu nay 1a tAn cong tir chdi dich vu phan tan (DDos)

- Loai 2: Lam cho hé théng bi treo, té liét do tAn cong vao dac diém cua hé
thong hoac 161 vé an toan thong tin.

+ Tin tac loi dung ké hé an toan thong tin cua hé thong dé guri cac yéu cau
hodc cac goi tin khong hop 1¢ (khong ding theo tiéu chuan) mét cach ¢ y, khién
cho hé thdng bi tdn cong khi nhan duogc yéu cau _hay goi tin nay, xu ly khong
dang hoac khong theo trinh ty da duogc thiét ké, dan dén su sup dd cua chinh hé
théng do.

+ Pién hinh 14 kiéu tdn cong Ping of Death hoic SYN Flood.
3. Cac cach thirc tin cong
a) Tan cong thong qua két ndi SYN Flood Attack

- Puoc xem 1a mot trong nhing kiéu tdn cong DoS kinh dién nhit. Loi dung
diém yéu cua thu tuc TCP/IP khi “bit tay ba chiéu”, mdi khi client (may khéach)
mudn thuc hién két ndi (connection) voi server (mdy chu) thi phai thuc hién viéc
bét tay ba chiéu (three — ways handshake) thong qua céc goi tin (packet).

+ Buoc 1: Client (may khach) s€ gui cac goi tin (packet chira SYN=1) dén
may chu dé yéu cau két nbi.

+ Budc 2: Khi nhan duoc goi tin nay, server s& gui lai gbi tin SYN/ACK dé
thong bao cho client biét 1a né di nhan duoc yéu cau két nbi va chuan bi tai nguyén
cho viéc yéu cau nay. Server s& gianh mot phan tai nguyén hé théng nhu bo nhé
dém (cache) dé nhan va truyén dir liéu. Ngoai ra, cac thong tin khac cua client
nhu dia chi IP va cong (port) ciing duoc ghi nhan.

+ Bude 3: Cudi cling, client hoan tat viéc bét tay ba chidu bang cach hoi am
lai goi tin chira ACK cho server va tién hanh két noi.



TP

Client Ports
1024-655335

e SYN

P—

Client [}EEE%__{Q ——

— ACK :

Service Ports
- 1-10232

TCFP
Searver

Hinh 1. Co ché tan céng thong qua két noi SYN Flood Attack

- Do TCP la thii tyc tin cdy trong viéc giao nhan (end-to-end) nén trong lan
bat tay thir hai, server giri cac géi tin SYN/ACK tra 16i lai client ma khong nhan
lai duoc hdi &m cua client dé thue hién két ndi thi server van béao luu nguén tai
nguyén chudn bi két nbi d6 va lap lai viéc giri goi tin SYN/ACK cho client dén

khi nao nhan dugc hoi dap cua may client.

- Trong trudng hop nhiéu client khong hdi dap trong khi server van tiép tuc
1ap lai viéc gui goi tin dé cho két ndi s€ khién server nhanh chéng can kiét tai
nguyén! Céac hacker tdn cong s€ tim cach dé dat dén gidi han nay.

Malicious
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Gdi tin SYM vdii dia chi IP gia
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Client [
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Hinh 2. Gia mao client
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- Néu qua trinh dé kéo dai, server s& nhanh chéng tré nén qua tai, dan dén
tinh trang crash (treo) nén cac yéu cau hop 1€ s€ bi tir choi khong thé dap ung
duoc.

- Thong thuong, dé gia dia chi IP goi tin, cac hacker c6 thé ding Raw Sockets
(khong phai goi tin TCP hay UDP) dé lam gia mao hay ghi de 1én IP gbc clia goi
tin. Khi mét goi tin SYN voi IP gia mao dugc gt dén server, no ciing nhu bao
goi tin khac, van hop 1¢ dbi véi server va server s& cAp ving tai nguyén cho dudng
truyén nay, dong thoi ghi nhan toan b thong tin va giii gbi SYN/ACK nguoc lai
cho Client. Vi dia chi IP cua client 1a gid mao nén s€ khong c6 client nao nhan
dugc SYN/ACK packet nay dé hoéi dép cho may chu. Sau mot thoi gian khong
nhén dugc goi tin ACK tur client, server nghi rang goi tin bi that lac nén lai tiép
tuc gui tiép SYN/ACK, ctr nhu thé, cac két ndi (connections) tiép tuc mo.

Customer
E-commerce Half-open S

server connections ) =1

unUC "R
B

f
1- Full -

2- Full
3- Full
i - .= Full
. C-— ~ Full
- ~ Full
' ~ Full
' []’ .= Full
- Full
x- Full

A A A A A

SYN packets
with spoofed
source

SYN/ACK replies
L > sent back (to
spoofed source
address), but no
responsel
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SYN flood attack

Hinh 3. Co ché giii cac connection luén mo

- Néu nhu ké tin cong tiép tuc giri nhidu goéi tin SYN dén server thi cubi
cung server s& khong thé tiép nhan thém két nbi nao nita, di d6 13 cac yéu cu két
nbi hop 1&. Viéc khong thé phuc vu két ndi méi ciing déng nghia voi viéc may
chu khong ton tai. Viéc nay gdy ngung tré hoat dong cua hé thong.
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Hinh 4. M6 hinh co ché diéu hanh mang ludi botnet

b) Loi dung tai nguyén ciia nan nhan dé tin céng

- Land Attack

+ Tuong tu nhu SYN flood

+ Nhung hacker sir dung chinh IP ctia myc tiéu can tdn cong dé dung lam dia
chi IP nguon trong goi tin.

+ Py muc tiéu vao mot vong 13p vo tan khi ¢ ging thiét 1ap két ndi vai
chinh né.

- UDP flood

+ Hacker gui goi tin UDP echo voi dia chi IP ngudn 1a cong loopback cia
chinh muc tiéu can tin cong hodc ciia mot mdy tinh trong cling mang.

+ V6i muc tiéu sir dung céng UDP echo (port 7) dé thiét 1ap viéc gui va
nhan céac goi tin echo trén 2 may tinh (hoac gitra muc ti€u voi chinh né néu muc
ti€u c6 cau hinh cong loopback), khién cho 2 may tinh nay dan dan st dung hét
bang thong cua chung, va can tré hoat dong chia sé tai nguyén mang cia cac may
tinh khac trong mang.

¢) Sir dung Bang thong

DDoS (Distributed Denial of Service)

- So v6i tan cong DoS ¢d dién, sirc manh ctia DDoS cao hon gip nhiéu lan.
Héu hét cac cufc tan cong DDoS nham vao viéc chi€ém dyng bang thong
(bandwidth) gay ngh&n mach he thong dan dén hé thong ngung hoat dong. DPé
thue hién ké tin cong sé& tim cach chiém dung va diéu khién nhiéu may tinh/ mang
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may tinh trung gian (d6ng vai trd zombie) tir nhiéu noi dé dong loat giri a0 at céc
g6i tin (packet) voi so luong rat 16n nham chiém dung tai nguyén va lam tran
ngép duong truyén cua mot muc tiéu xac dinh nao do.
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Hinh 5. Co ché tan céng DDOS

- Hién nay, da xuét hién dang virus/worm c6 kha nang thuc hién cac cudc
tan cong DDoS. Khi bi 14y nhiém vao cac méy khac, chung sé tu dong giri cac
yéu cau phuc vu dén mot muc tiéu xac dinh nao d6 vao thoi diém xac dinh dé
chiém dung bing thong hodc tai nguyén hé théng may chi.

d) St dung tai nguyén khac

- Smurf Attack
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Hinh 6. Co ché tan céng Smurf Attack

+ Kiéu tin cong nay can mot hé thong rat quan trong 1a mang khuyéch dai.

+ Hacker dung dia chi ciia may tinh can tan cong dé giri goi tin ICMP echo
cho toan bo mang (broadcast).

+ Cac mdy tinh trong mang s& dong loat giri goi tin ICMP reply cho may
tinh ma hacker mudn tan cong.

+ Két qua 1a may tinh nay s& khong thé xu 1y kip thoi mot lugng 16n thong
tin va dan téi bi treo may.

- Tear Drop

+ Trong mang chuyén mach goi, dit liéu dugc chia thanh nhiéu goi tin nho,
moi goi tin ¢ mdt gia tri offset riéng va co thé truyén di theo nhi€u con duodng
khac nhau dé tdi dich. Tai dich, nho vao gia tri offset cua tung goi tin ma dir liéu
lai duoc ket hop lai nhu ban dau.
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+ Loi1 dung di€u nay, hacker c6 thé tao ra nhiéu goi tin c6 gia tri offset trung
l1ap nhau gtri dén muc tiéu muodn tan cong

+ Két qua 1a may tinh dich khong thé sip xép dugc nhitng géi tin nay va dan
to1 bi treo may vi bi “vat kiét” kha nang xu ly
+ Phéa hoai hoac chinh stra thong tin cau hinh

+ Loi dung viéc cAu hinh thiéu an toan nhu viéc khong xac thuc thong tin
trong viéc gui/nhan ban tin cap nhat (update) cua router, ... ma ké tan cong s¢€
thay doi truc ti€p hodc tir xa cac thong tin quan trong nay

+ Khién cho nhitng nguoi dung hop phap khéng thé sir dung dich vu
+ Ph4 hoai hodc chinh sira phan cing

+ Lot dung quyén han cua chinh ban than ke tan cong d6i v6i cac thiét bi
trong hé thdng mang dé tiép can phd hoai cac thiét bi phan ctmg nhu router,
switch, ...

+ Ngoai ra con c6 kiéu tan cong tir chdi dich vu phan xa nhiéu ving DRDoS
(Distributed Reflection Denial of Service)

- V& co ban, DRDoS 1a su phbi hop gitra DoS va DDoS. N6 ¢6 kiéu tin cong
SYN v6i mot may tinh don, vira c6 su két hop gitra nhiéu may tinh dé chiém dung
bang thong nhu DDoS. Ké tan cong thyuc hién bang cach gia mao dia chi ctia server
muc tiéu roi gui yéu cau SYN dén cdc server 16n nhu Yahoo, Micorosoft... dé
céc server ndy gui cac goi tin SYN/ACK dén server muyc tiéu. Cac server 10’n,
dudng truyén manh d6 da véo tinh déng vai tro zombies cho ké tin cong nhu trong
DDoS.

- Qué trinh gui ctr 13p lai lién tuc véi nhiéu dia chi IP gia tir ké tAn cong, voi
nhiéu server 1on tham gia nén server muc tiéu nhanh chéng bi qua tai, bandwidth
bi chiém dung bdi server 16n.

4. Phat hién dau hiéu ciia mdt cudc tan cong
- Agress Filtering

Ky thuat nay kiém tra xem mot packet co du tiéu chudn ra khoi mot subnet
hay khong dua trén co s& gateway cuia mot subnet luon biét duogc dia chi IP cua
cac may thudc subnet. Cac packet tir bén trong subnet gui ra ngoai véi dia chi
ngudn khong hop 16 sé& bi giit lai & didu tra nguyén nhan. Néu ky thuat nay duoc
ap dung trén tit ca cac subnet cua internet thi khai nhiém gia mao dia chi IP s&
khéng con ton tai.

- MIB statistics

Trong Management Information Base ctia router lubn c6 thong tin thong ké
vé su bién thién trang thai cia mang. Néu ta giam sat chit ché cac théng ké cua
Protocol ICMP, UDP va TCP ta s& c¢6 kha nang phat hién duoc thoi diém bat dau
ctia cudc tan cong dé tao quy thoi gian cho viéc xur 1y tinh hudng.

5. Cach phong chdng tong quat



10

- Nhin chung, tan cOng tur chéi dich vu khong qua kho thuc hién, nhung rat
khoé phong chong do tinh bat ngO’ trong the bi dong. Viéc dbi pho bang cach tang
cudng “phan ctng” ciing 13 giai phap tot, nhung thuong xuyén theo doi dé phat
hién va ngén chan kip thoi cac goi tin IP tir cac nguon khong tin cdy la hiru hiéu
nhat.

- M5 hinh hé théng mang ctia Bénh vién da dugc thiét ké',~ xay dung hop ly,
ludn c6 phuong an du phong trong hé thong tranh phy thude lan nhau qua mure.
Boi vay khi mét bo phan gap su co6 s€ khong lam anh hudng téi toan bd hé thong.

- H¢ thong may chu da dugc thlet 1ap méat khau manh (strong password) dé
bao vé cac thiét bi mang va cac ngudn tai nguyén quan trong khéc.

- P4 trién khai thiét 1ap cac murc xac thuc dbi véi nguoi sir dung ciing nhu
cac nguon tin trén mang. Dac biét, thiét 1ap ché do xac thuc khi cap nhat cac thong
tin dinh tuyén gitra céc router.

- Xay dung hé théng loc thong tin trén router, firewall... va hé théng bao vé
chong lai SYN flood.

- Chi kich hoat céc dich vu can thiét, tam thoi v6 hiéu hoa va dimng cac dich
vu chua c6 yéu cau hoac khong st dung.

- X4y dung hé thdng dinh mirc, gii han cho nguoi sir dung, nham muc dich
ngéan ngua truong hgp nguoi s dung &c y muodn lgi dung céc tai nguyén trén
server dé tan cong chinh server hodc mang va server khac.

- Lién tuc cap nhat, nghién ctru, kiém tra dé phat hién cac 16 héng bao mat
va co bién phap khac phuc kip thoi.

- Str dung cac bién phap kiém tra hoat dong cua hé théng mot cach lién tuc
dé phat hién ngay nhitng hanh dong bat binh thuong.

- Xay dung va trién khai hé thdng du phong.

- Khi ban phat hién may cha minh bi tan cong hdy nhanh chéng truy tim dia
chi IP d6 va cam khong cho gui dir liéu dén may chu.

- Dung tinh néng loc dir liéu cua router/ firewall dé loai bo cac packet khong
mong muodn, giam lugng luu thong trén mang va tai cua may chu.

- Néu bi~t§n cong do 16i ctia phan mém hay thiét bi thi nhanh chéng cap nhat
cac ban stra 101 cho h¢ thong d6 hodc thay the.

- Dung mot s6 co che cong cu, phan mém dé chéng lai TCP SYN Flooding.
Tt cac dich vu khac neu co trén may chu dé giam tai va co thé dap tng tot hon.

Néu dugc co thé nang cp céc thiét bi phan cimg dé nang cao kha nang dap umg
cua hé thong hay st dung thém cac may chu cung tinh nang khac dé phan chia tai.

III. CAC GIAI PHAP PHONG NGUA TAN CONG DOS, DDOS
1. T6i thiéu hoa sb lwong Agent
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- Tur phia ngudi dung: dé phong dé khong dé bj loi dung tro thanh may tinh
tan cong cac hé thong khac. Nhan vién phai nghiém tic thuc hién cac qua trinh
bao mat trén may tinh, khong click vao cac duong link la, tranh bi cdc phin mém
ddc hai 4m tham cai dat va chay ma doc trén may cia minh

2. Tim va vo hi¢u héa cac Handler

Mot nhan té v6 cliing quan trong trong attack-network 12 Handler, néu c6 thé
phat hién va vo hiéu héa Handler thi kha ning Anti-DDoS thanh cong 13 rat cao.
Bing cach theo dbi cac giao tiép gitra Handler va Client hay Handler va Agent ta
c6 thé phat hién ra vi tri cia Handler. Do mét Handler quan 1y nhiéu Agent, nén
triét tiéu duoc mot Handler ciing c¢6 nghia 1a loai bé mot luong dang ké cac Agent
trong Attack Network.

3. Lam suy giam hay dirng cudc tin cong
- Load balancing

Thiét 1ap kién trac can bang tai cho cac server trong di€ém s& lam gia tang
thoi gian chong choi cua hé thong véi cude tan cong DDoS.

- Throttling

Thiét 1ap co ché ‘diéu tiét trén router, quy dinh mét khoang tai hop ly ma
server bén trong co6 thé xur ly duoc. Phuong phap nay cling c6 thé duoc dung dé
ngan chan kha nang DDoS khong cho user truy cap dich vu. Han ché cua k¥ thuat
nay la khong phan biét dugc gitra cac loai traffic, doi khi lam dich vu bi gian doan
voi1 user, DDoS van co6 thé xam nhap vao mang dich vu nhung véi s6 luong hiru
han.

- Drop request

Thiét 1ap co ché drop request néu né vi pham moét sé quy dinh nhu: thoi gian
delay kéo dai, ton nhiéu tai nguyén dé xu ly, gay deadlock. K¥ thuat nay triét ti€u
kha nang lam can kiét nang luc h¢ thong, tuy nhién no cling gid1 han mdt s6 hoat
dong thong thuong cua hé thong.

4. Giai doan sau tan cong:

- Traffic Pattern Analysis

Néu dir liéu vé théng ké bién thién luong traffic theo thoi gian da duoc luu
lai thi s€ dugc dua ra phan tich. Qua trinh phan tich nay rat co6 ich cho viéc tinh
chinh lai cac h¢ thong Load Balancing va Throttling. Ngoai ra cac dir li€u nay
con gitp Quan tri mang diéu chinh lai cac quy tac kiém soat traffic ra vao mang
cua minh.

- Packet Traceback

Bing cach dung k¥ thut Traceback ta c6 thé truy nguoc lai vi tri cla
Attacker (it nhat 1a subnet cua attacker). Tur k¥ thuat Traceback ta phat trién thém
kha nang Block Traceback tu attacker kha hitu hiéu.

- Bevent Logs
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Béng cach phan tich file log sau cudc tan cong, quan tri mang c6 thé tim ra
nhiéu manh moi va ching ctr quan trong.



